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Introduction
The rapid advancement of the health technology landscape relies heavily on 
patient data. Patient data from medical records and digital health apps can be 
leveraged to build new tools that can help diagnose disease, remotely monitor 
and track patients, and make groundbreaking discoveries that lead to new 
treatments and cures. Data-reliant entities, such as technology companies,  
have the most advanced capabilities to aggregate and analyze these data.  
But, because their activities fall outside of the traditional authority that governs 
health data privacy, their participation carries substantial implications for how 
patient data are collected and used.

The Pew Research Center, which publishes an annual survey to measure social 
trust, defines trust as a “belief in the honesty, integrity, and reliability of others—a 
‘faith in people.’”1  The 2022 annual Edelman Trust Barometer found that distrust 
is the default for the majority of people. Fifty-nine percent of respondents indicate 
they tend to distrust until they see evidence that something is trustworthy versus 
a tendency to trust until they see evidence that something is untrustworthy.2  
According to a poll of 2,200 adults across the country, fewer than three in 
five Americans trust the US health-care system. Further, trust in the scientific 
community has eroded since this tracking began in November 2020.3

These survey results tell us that trust is elusive and must be earned. 
Controversies around the use of health data persist and undermine efforts to 
restore and build trust. Many data-reliant organizations have been rebuked 
for their handling of patient data and have had to walk back controversial 
partnerships. This January, the suicide hotline nonprofit, Crisis Text Line, came 
under fire for its data-sharing relationship with a for-profit company, Loris.ai, 
for ethics and privacy concerns.4  Users of the service were concerned the data 
shared were not truly anonymized.5  

Health data are currently protected under the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA).6  HIPAA ensures patient control of health 
data that are captured in electronic health records or among a patient, provider, 
or health system. Data protected under HIPAA cannot be used for purposes 
without the patient’s explicit consent. However, HIPAA does not cover health 
data that patients enter or share with mobile apps, websites, or online tools 
outside of the realm of the patient-provider relationship. This gap in federal 
policy has led to a proliferation of exploitive data practices without explicit 
patient consent or knowledge. 
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Moving Toward a  
Trusted System 
To move toward a system that patients trust, we must paint a clear picture of 
the desired system. In late 2020, FasterCures brought together experts who 
work with patient data in various settings to outline key elements of a trusted 
system. Part of the work was to envision the aspects needed to establish trust. 
Experts identified three foundational components of trust. For this report, we 
focus on one of the elements: the need to create strong and clear protections for 
patient data. The other two elements—ensuring that patients reap benefits from 
contributing their data and creating safe platforms and spaces for peer groups—
are also crucial and will be addressed in our ongoing work.

The proliferation of online tools and mobile applications that rely on health 
data outside of the traditional patient-provider relationship has highlighted the 
need to consider how health data outside the provider realm are protected. 
Protections for patients under HIPAA do not apply to data captured in health-
focused mobile phone applications, websites, or digital tools that are not used 
within a health system, by a provider, or as part of a clinical study.

Demonstrating thoughtful and intentional work to address the many and 
multifaceted risks of sharing health data is an integral part of building trust with 
the patient community. Data-reliant entities that collect and use health data 
should carefully determine what data may be obtained pursuant to informed 
consent agreements and establish processes to ensure that these agreements 
comply with appropriate regulations and function correctly. Structural data 
protections should support these efforts; if HIPAA does not fully protect the data 
used, then other guardrails should be established to build confidence that such 
data will not be misused. 
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Health Data Trust 
Frameworks
Numerous trust frameworks have emerged that seek to provide standards or 
guidelines on the collection and use of health data. These frameworks have 
been developed for different actors in the system, including physicians, health 
information exchanges, and app developers. Because the frameworks are 
intended for different audiences, we recognize the challenges to comparability. 
In this exercise, we sought not to compare these frameworks to each other but 
rather to identify standards that can be more widely adopted by others and to 
suggest future areas into which frameworks can expand. Through our research, 
we identified eight frameworks that cover health data. The list is not exhaustive 
because we limited our review to publicly available frameworks that cover the 
consumer-directed exchange of health data or data that are requested under 
an individual’s right under HIPAA to invoke access to their health records or 
information drafted within the past 10 years.

13
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FRAMEWORK FRAMEWORK 
DEVELOPER DESCRIPTION

Carequality Trust 
Framework Healtheway

The framework is designed to establish trust among health information 
exchanges participating as Carequality Implementers and promote the 
electronic exchange of health information through the standardized 
requirements.⁷ 

Consumer Privacy 
Framework for 
Health Data

Center for Democracy 
& Technology/
eHealth Initiative & 
Foundation

The framework has a proposed self-regulatory structure for non-HIPAA 
health-care-related data focused on accountability. It is designed to hold 
participating entities to a set of standards separately developed through 
a multistakeholder process.⁸

Guiding Principles 
for the Privacy of 
Personal Health Data

Consumer Technology 
Association

The principles serve as a set of baseline recommendations to develop 
and implement personal health technologies, products, and services 
to mitigate risks that consumers may perceive concerning their health 
data.⁹

Trust Framework &  
Code of Conduct

The CARIN Alliance
The Code of Conduct is meant to provide patients with an 
understanding of how their health data are being used by all patient-
facing applications, regardless of whether HIPAA covers them.¹⁰

The Trusted 
Exchange Framework

Office of the National 
Coordinator for 
Health IT

The framework describes a common set of principles that facilitate trust 
between health information networks. These principles serve as “rules 
of the road” for nationwide electronic health information exchange.¹¹ 

Trust Framework for 
Health Information 
Exchange

National Health 
Information Exchange 
Governance Forum

The framework is for governing entities and their participants to 
share trust attributes to support exchange with a group of unaffiliated 
entities.¹²

mHealth App 
Guidelines

Xcertia 
The guidelines were developed with a shared purpose to provide a level 
of assurance to clinicians and consumers alike. The mobile health apps 
that comply with the guidelines are vetted to deliver value to the user.¹³

Privacy Principles
American Medical 
Association

The principles are meant to apply to entities other than those already 
considered covered entities under HIPAA. The principles provide 
individuals with rights and protections from discrimination and shift the 
responsibility for privacy from individuals to data holders, unless it is a 
HIPAA-covered entity.¹⁴

Source: Milken Institute (2022)

Framework Landscape
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Discussion 

Protection of health data is fundamental to a well-functioning biomedical 
ecosystem. As such, many of the standards in the frameworks we reviewed relate 
to the essential elements of privacy—what rights patients have to control their 
data— and security—how health data are protected. 

Each framework guides privacy policies that are based on best practices, 
made publicly available, and are easy to read. Additional similarities across the 
frameworks include the following:

•	 Limiting the collection of data to only what patients expressly permit 
was included in six of the frameworks included in our review. This means 
that data-reliant entities cannot collect any data without first getting 
permission from patients.  

•	 Inclusion of versions of the “right to be forgotten” were in five of the 
frameworks we reviewed. The “right to be forgotten” allows patients who no 
longer wish to have their data used or collected by the application removed.  

Areas to Strengthen
Although these frameworks speak to some of the more fundamental aspects of 
health data protections, such as privacy and security, we identified three areas that 
could be strengthened or expanded by the framework developers. These areas 
seek to provide clarity to patients on what data are collected, how they are used, 
and who they are shared with, as well as to prevent discriminatory use of health 
data. 

Provide clear and transparent data policies:
•	 Clear and transparent data policies where patients are informed of what 

data are collected or shared with third parties, in addition to knowing 
what data are collected passively, collected on a one-time basis, or 
collected persistently, were included in three frameworks. 

Studies have shown that patients and application users are often not aware that 
data are being collected passively or sold to third parties—including advertisers. 
For example, according to a recent study published in the Journal of the American 
Medical Association, smartphone applications infrequently communicate to patients 
the terms in which their health data are used or disclosed, and 81 percent of 
the apps reviewed in the study transmitted data for advertising and marketing 
purposes or analytics to third parties.¹⁵ 
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The frameworks included in this report rely heavily on federal and state privacy 
policies to inform their standards. However, we know based on our research 
that patients want their health data to be safe, but importantly, they want 
to understand how their data are protected. Although all the frameworks 
included in our landscape had strong privacy protections, the information is 
often buried in “terms of use” clauses, written in legalese difficult for average 
Americans to understand. These protections also did not ensure the transparent 
communication of how or by whom their health data would be used—including 
collection, use, and aggregation. 

Some of the frameworks we reviewed 
address this issue and offer standards 
to help provide guidance on this. For 
example, the framework co-developed by 
the Center for Democracy and Technology 
(CDT), which champions individual 
rights and privacy, and the eHealth 
Initiative (eHI), an independent nonprofit 
that specializes in health information 
technology, instructs data-reliant entities 
to provide patients with “free, clear, and 
easy” ways in which they can request a 

list of all organizations or third parties that have received, licensed, or even 
purchased their consumer health information.¹⁶  Frequently, health data use 
extends beyond the original application or platform that patients initially 
engage with. The CARIN Alliance Framework and Code of Conduct expand on 
the guidance in CDT’s framework to include the right for patients to change 
their preferences of whom receives their health data.¹⁷    

Although several of the frameworks included in our review do have principles 
that promote transparency, there was a lack of explicit guidance on how to 
implement “transparent data sharing” policies that patients could accurately 
understand and quickly find. Patients should be able to quickly and easily 
locate data-sharing practices in the application, website, or tool. The policies 
should be written in plain, non-legal language at a level that most Americans 
can understand. When the guidance is updated, patients should be informed 
through their preferred method of communication previously agreed to. At 
any time, patients should be able to reference these practices and contact a 
member of the organization for further clarification.  

Patients should be aware of what 
data are being collected and how their 
data are being used at all times. This 
information should be not only clearly 
communicated but also easy to find 
online, within the native application or 
per the individual’s request.
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Notification of breach of security: 
•	 Notifying patients of a data breach was included in half of the frameworks.  

In addition to transparent data sharing policies, patients should be quickly informed 
if their data are used, viewed, or acquired by an unauthorized party. If security is 
breached, the entities should promptly notify all of their patients so they are aware of 
the breach and what personal data were exposed. Patients should also be informed of 
what action, if any, should be taken on their part. 

Half of the frameworks included in our review included breach notification guidance 
in accordance with existing state 
or federal laws such as those in the 
Consumer Technology Association’s 
(CTA) Guiding Principles.¹⁸ For data 
outside of the jurisdiction of HIPAA, 
such as data shared through mobile 
applications, wearables, and websites, 
the Federal Trade Commission (FTC) 

enforces the Health Breach Notification Rule requiring all entities to inform patients if 
their data have been disclosed or acquired without the patient’s permission.¹⁹ In some 
cases, the FTC stipulates that the media also be informed of the breach in addition to 
patients and the FTC.²⁰ 

The CARIN Alliance’s framework specifies that in addition to the notification of 
patients of a breach, data-reliant entities should also “provide meaningful remedies 
to address breaches, privacy, or other violations incurred because of misuse of 
the patient’s health information.”²¹ Similarly, the CTA’s Guiding Principles provide 
preventive measures reminding patients of the shared responsibility to maintain the 
privacy of personal health data, including patients selecting strong passwords and not 
sharing passwords.²² 

Several of the frameworks also emphasized the importance of informing patients of a 
data breach in a timely manner. Xcertia’s framework provides specific guidance that 
in the event of a data breach, patients must be notified no later than one month after 
the incident. Patients must also be informed of what type of data was breached and 
whether any third party or international organizations accessed the data.²³

Even though the FTC’s Health Breach Notification Rule was enacted over a decade 
ago, it has never been enforced. To provide additional clarification of the rule’s scope and 
put entities on notice, the FTC released a Policy Statement in late 2021.²⁴

Patients should be informed in a  
timely fashion if their data are disclosed 
or acquired without their permission
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Prevent discriminatory use:  
•	 Half of the frameworks contained anti-discrimination protections. 

 
Another component of strong data protections is the prevention of harm caused 
by discrimination, stigmatization, or profiling of data shared by patients through 
digital tools and applications. To the extent possible, entities should mitigate any 
potential algorithmic bias by ensuring patients’ health data will not be collected 
or used against them in any way. This is especially relevant to vulnerable or high-
risk communities because certain widely used algorithms affecting millions of 
patients exhibit significant bias that can exacerbate existing health and  
social inequities.²⁵ 

Framework developers can mitigate biased algorithmic development by including 
guidance that prevents the exploitation of one’s health data. We see this in the 
inclusion of anti-discrimination protections in some of the frameworks included 
in our landscape. The American Medical Association’s (AMA) anti-discrimination 
principles protect individual patients from “discrimination, stigmatization, 
discriminatory profiling, and exploitation occurring during collection and 
processing of data, and resulting from use and sharing of data, with particular 
attention paid to minoritized and marginalized (vulnerable) communities.”²⁶ 

As stated in the CDT and eHI 
Foundation Consumer Privacy 
Framework for Health Data, these 
protections should also extend to an 
individual’s “refusal to use or cessation 
of use of a particular platform, product, 
app, or digital health tool, that could 
lead to discrimination, stigmatization, 
harmful profiling, or exploitation.”²⁷  
These protections are designed to 
prevent entities from collecting, 

disclosing, or using patient or consumer health data to train or subject to any 
automated, algorithmic, or artificial intelligence (AI) application unless express 
consent from the patient or consumer is obtained. These protections stipulate 
that any automated processes or systems must also mitigate any potential 
algorithmic bias, requiring measures to prevent bias throughout the design 
process, encourage transparency, and include routine auditing.

Anti-discrimination protections should extend to developing, training, and using 
AI applications, as seen in the CDT and eHI Foundation framework. Individuals 

Guidance should be included that  
prevents entities from using an 
individual’s health data against them 
in any way, including but not limited 
to collection, disclosure, or use of an 
individual’s health data to discriminate. 
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should be made aware through appropriate and express informed consent 
practices. Just as the AMA included in its Privacy Principles, individuals should 
have the right to know whether their health data will be used to develop or even 
train machines or algorithms, and opportunities to participate in data collection 
for these purposes must be on an opt-in, not opt-out basis.²⁸ 

Conclusion 

Our landscape of trust frameworks in the health data space found that the 
current frameworks heavily rely upon the regulatory schema that provides 
protections against exploiting the vulnerabilities caused by security or privacy 
breaches. Getting these health data frameworks right alone will not build trust 
and confidence with patients. However, it is a step toward offering a view 
on how a company can begin that process. And the work needs to continue. 
Creating more robust frameworks is one step of many toward a trusted system.
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